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Introduction: defining the educational integrity‑technology arms race
Universities are going through a period of unprecedented disruption, and concerns 
regarding breaches of academic integrity can be seen as part of the wider context of 
social, economic, and technological changes in higher education (Bretag et  al., 2018). 
Access to online resources, accelerating Internet connection speeds, and global inter-
connectedness continue to progress, and while this has several positive benefits for aca-
demic work (including the dissemination of ideas and access to resources (Rogerson, 
2020)), it brings with it more technologically advanced methods of committing aca-
demic misconduct and defying the norms, rules, and principles of educational integrity. 
This includes not only text-based plagiarism as we describe in the case of APTs, but also 
the availability of contract cheating services available through the ‘booming’ online shar-
ing economy (Bretag et al., 2018). When describing plagiarism, we view it as part of the 
broader category of Academic Dishonesty (AD), defined by the International Center for 
Academic Integrity (2022) as a group of behaviors including plagiarism, cheating, lying, 
and deception. Academically dishonest behaviors often constitute academic misconduct, 
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defined as engaging in fraud or deception through misrepresentation of work (Prescott, 
1989).

While opportunities to engage in technologically assisted academic misconduct are 
growing, so are tools to assist in their detection. The development of these has become 
an active field of investigation in computer science and Natural Language Processing 
(NLP). This process is similar in nature to the concept of a military arms-race; with a 
pattern of competing development and acquisition of ever-stronger tools to evade and 
attack. As one method, software, or system is developed for engaging in breaches of edu-
cational integrity, a technological solution is shortly in development thereafter to combat 
it. Evidence of this can be seen through the work of Foltynek, Meuschke, & Gipp (2019), 
who found that between 2013 and 2018, 239 studies in the field of NLP focused on using 
technological means to identify complex forms of academic plagiarism. Some of these 
show great promise, with one tool developed by Foltynek et  al. (2020) demonstrating 
accuracy of up to 99% in identifying machine-translated paraphrased text documents.

For each of these success stories, a new way of violating principles of educational 
integrity can equally be described. Alvi, Stevenson & Clough (2017) for example, high-
lighted how the use of homoglyphs can be employed by writers to replace letters with 
visually identical letters from other scripts, thus bypassing traditional text-matching 
anti-plagiarism software. Plagiarism in English using non-English source material is 
another important area of study. This has driven research in the identification of similar 
semantic meaning of two segments of text in different languages (Ferrero et al., 2017) 
to help detect when writers are taking existing text or ideas from non-English sources, 
translating it to English and claiming it as their own. As more of these techniques for 
engaging in violations of educational integrity appear, with them comes confusion and 
ambiguity. The lines between acceptable and unacceptable academic behavior are not 
universal, nor are they clear-cut. Rather, these behaviors exist on a continuum, and the 
place on the continuum that some new tools occupy is not entirely clear.

In this article, we aim to contribute to solving this problem through engaging in a 
detailed literature review of a category of tool that may be used to commit academic 
misconduct by aiding text-based plagiarism, that of Automated Paraphrasing Tools 
(APTs). We begin by describing the origins of APTs and their use in academic work. We 
then explore the relationship between language proficiency and APT use, and how APTs 
may or may not be used for in an academically dishonest way, referring to case studies 
from Dinneen (2021) and Prentice and Kinden (2018). Finally, we propose solutions and 
relevant limitations to tackling the problem of APTs in academia, as well as areas for 
future research.

Defining APTs and understanding their origins
Rogerson and McCarthy (2017) provide the clearest introduction and definition of what an 
APT is and does, stating that they are often web-based applications which use Machine 
Translation (MT) to transform one text into another, including between languages. MT var-
ies in its level of sophistication and efficacy but is improving with advances in technology 
in the field of Natural Language Processing (NLP) and machine learning, although mistakes 
in output are still common (Rogerson, 2020). APTs were originally conceived to engage 
in ‘text-spinning’ as a method of achieving search engine optimization (Zhang, Wang, & 
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Voelker, 2014), and paraphrase in this field is required as originality is a key criterion for 
search engine optimization (Rogerson, 2020).

From this beginning in website development, APTs have found a second user-base in 
academia, allowing writers to disguise source material in the submission of assessments 
(Rogerson, 2020) and bypass plagiarism detection services which use text-matching algo-
rithms. The underlying factors leading to the use of these tools is not well understood. 
The relationship between language proficiency and plagiarism may lead to the conclu-
sion that APT users are primarily novice students who are not native English speak-
ers, but are instead using English as a Foreign Language (EFL) (Rogerson & McCarthy, 
2017). However, Rogerson (2020) also argues that professional scholars and researchers 
may equally make use of these tools. To demonstrate Rogerson’s (2020) point, Ansorge, 
Ansorgeova, and Sixsmith (2021) described a single case of an article published in a 
journal which was later found to be likely to have used an APT. The authors used an 
online tool called ‘DiffChecker’ to identify 817 unique differences between the suspected 
source text (another journal article) and the published text; the tool found that it was 
highly likely the second text was produced by a machine, suggesting the use of an APT.

The relationship between APT use, paraphrase plagiarism, and language 
proficiency
Although the rules and norms of acceptability may vary between institutions and con-
texts, students in Higher Education must follow principles of academic integrity, which 
are built on values of honesty, fairness, trust, respect, and responsibility (Lynch, Sala-
monson & Glew et  al., 2021). One of the methods by which students are expected to 
show these values is through paraphrasing: a skill which demonstrates that they can 
understand works that they have read, and distil, reproduce, comment on, or critique 
these ideas while maintaining proper acknowledgement of sources (Rogerson & McCa-
rthy, 2017). Inappropriate paraphrase on the other hand, may contain the same lexis and 
overall structure as the original source material (Oshima & Hogue, 1999), thus resulting 
in plagiarism in some cases. Paraphrasing is a critical skill for successful writing, but can 
be difficult for students, especially for those who are not writing in their first language 
(Chen et  al., 2015; Rogerson, 2017; Shi, 2012). This is one important factor in under-
standing the relationship between language proficiency and the use of APTs.

Non-native English writers were found by Keck (2006) to use more ‘near copies’ of 
phrases than native English-speaking writers, and the relationship between language 
proficiency and ability to paraphrase has also been shown as related to the level of stu-
dents’ text comprehension (Erhel & Jamet, 2006). Insufficient knowledge may also lead 
to students being unable to think of a way to restate an idea (Rogerson & McCarthy, 
2017). Therefore, a lower level of ability in English may lead to lower text comprehension, 
resulting in poorer paraphrasing. Several studies have equally found a negative associa-
tion between English proficiency and engaging in plagiarism, such as Bretag (2007), Li 
(2015), Pennycook (1996), Marshall and Garry (2006), Perkins, Gezgin and Roe (2018), 
and Chen and Ku (2007). However, Keck (2014) also found that novice writers have also 
been shown to rely more heavily on copying from source material, so experience may 
also play a role in the ability to paraphrase.
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One further complicating factor when understanding APT use and its role as an aca-
demically dishonest behavior is a lack of clarity as to what constitutes appropriate and 
inappropriate paraphrasing. Sun and Yang (2015) state that the definition of plagiarism 
and paraphrasing in academic work is unclear, leading to a lack of consensus. Shi (2004) 
proposes that paraphrasing be considered as matching more than two to three words 
from the original source material, while others state that even the duplication of words 
can be an indicator of plagiarism (Benos et al.,  2005). Sun (2013) points out that with the 
varying requirements of different disciplines in academia, what is and is not acceptable 
may also vary. The lack of consensus on what constitutes appropriate paraphrasing may 
be one factor that affects students’ ability in academic writing and makes it more difficult 
to understand the use of APTs and to what extent they constitute academic misconduct. 
By reviewing the types of APT and how they are used however, a clearer perspective on 
when APT use constitutes AD can be formulated.

Types of APTs and their use in academic work
There are several different varieties of APTs, and all are not created equal. Prentice and 
Kinden (2018) highlight that between Rogerson and McCarthy’s (2017) initial finding of 
550,000 results from a search engine query for paraphrasing tools, the number of results 
had reached 3 million by 2018. A search for this term in November 2021 obtained results 
of approximately 4.5 million; highlighting not only the growing number of APTs avail-
able, but also the increased interest in this field shown by both scholars and the gen-
eral public alike. Close inspection of some of the top-ranking results on search engines 
shows that some APT applications seem to be mirror-duplicates of the same framework 
and technology which are free to use and rely on advertisements Others offer a greater 
range of fee-based subscription services, including alterable parameters of replacement 
at the lexis, phrase, or sentence level (Prentice and Kinden, 2018). This suggests that 
there may be large gaps between the efficacy, accuracy, and sophistication of the APTs 
which are presently being used.

One other variety of APTs are those which are used for pedagogical purposes and do 
not constitute a violation of principles of educational integrity. In the field of EFL, these 
can be indispensable tools for teaching paraphrasing as a skill. Chen et  al. (2015) for 
example, demonstrated success in creating a corpus-based tool to suggest paraphrases 
using a parallel Chinese-English corpus, and found that 90% of the sample (N = 55) pre-
ferred to write using their assistive paraphrasing tool, and 75% felt that the tool benefited 
their writing. This demonstrates that for students who are practicing English writing as 
English as a Foreign Language (EFL), such APTs can be a valuable resource for learn-
ing. That said, if learners come into contact with these APTs and they are not properly 
contextualized by the instructor, they have the potential to cause confusion as to what is 
and what is not acceptable for formal assessments. This is compounded by the common 
use of corpora and paraphrasing tools in the English language classroom, something that 
many English as a Foreign Language speakers may experience. If an EFL student is intro-
duced to an APT by a teacher, for example in a university English class environment, it 
follows that they may find it confusing if it is deemed unacceptable for use in an assess-
ment and results in them subsequently being accused of plagiarism.
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In terms of how APTs are used (except for pedagogical APTs) both free and paid varie-
ties tend to follow a similar system. Users input raw text into an interface, press an action 
button, and then retrieve the automatically generated output, which in theory, encodes 
and communicates the same core ideas or message as a different set of words. However, 
given the variable effectiveness of MT, this can result in the production of incompre-
hensible text, which has been referred to as ‘word salad’ (Rogerson & McCarthy, 2017). 
As an example, Prentice and Kinden (2018) found that in the discipline of health sci-
ences, the use of paraphrasing tools resulted in medical terminology being substituted 
for incomprehensible words that lacked meaning. This can be one of the clear indica-
tions that an APT has been used.

In terms of how users engage with APTs, following the authors’ experiences, a gen-
eral set of strategies for their illicit use in academic writing can be outlined as follows. 
Users first locate texts which are relevant to the subject at hand, and then copy material 
verbatim from the source material, (commonly websites, textbooks and journal articles) 
and enter it into the tool. Students may also engage in ‘back translation’ (Jones, 2009; 
Dinneen, 2021) in which they copy the original source material, translate it into a foreign 
language (again using a MT tool such as Google Translate) and then translate it back 
to English, resulting in a paraphrased version of the original. Users may then pass this 
through an APT again, in a 3-step process. By doing so, the writer may believe they are 
able to bypass plagiarism detection software, reduce the amount of effort required to 
produce original text through paraphrase, or may simply feel that they have successfully 
engaged in paraphrasing, thus not committing any violation. If a ‘word salad’ (Rogerson 
& McCarthy, 2017) is produced where text is incoherent, writers may attempt to proof-
read and edit the paraphrased text to increase readability and avoid suspicion. These 
uses constitute Academic Dishonesty and are in our view paraphrasing plagiarism.

A review of APT case reports and the risks presented
While we have made clear which cases we argue constitute legitimate (pedagogical) uses 
of APTs and which constitute AD and paraphrasing plagiarism, this may not be clear 
to students who intend to use an APT. Sun (2013) discusses the possible generational-
cultural dimensions that may affect use, quoting Weiler (2005) argument that for some 
generations of learners, learning focuses on seeking rather than critiquing information, 
meaning that learners may not see why text reproduction is academic misconduct. Stu-
dents may then not clearly understand why APT use can result in plagiarism. Evidence 
for this comes from Bowen and Nani’s (2021) findings that Thai students were uncertain 
about the difference between patchwriting; a simplistic form of superficial (Rogerson & 
McCarthy, 2017) or close paraphrasing (Keck, 2010) and acceptable paraphrasing.

One example of such seemingly unintentional use of an APT to commit paraphrasing 
plagiarism is given by Prentice and Kinden (2018), who describe a situation of a stu-
dent using an APT to paraphrase text from file-sharing sites, while providing the origi-
nal source in a reference list. Although the inclusion of the original source material in 
a reference list implies that the student did not intend to deceive, this can under most 
definitions be considered plagiarism. On the other hand, an EFL student writing in their 
first language, and then translating it to English, followed by passing it through an APT, 
may be considered poor academic practice, or a disingenuous representation of their 
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own abilities, but not, by definition, plagiarism, This is a debatable example, given that 
the answer to whether the text is in the students’ own words is not clear cut. Some may 
argue that the student’s ideas were initially created by the student, and only the phrasing 
and linguistic medium has been changed, where others may state that the student has 
not met the requirements of writing in the target language and has attempted to deceive 
the assessor that they have done so, constituting Academic Dishonesty and paraphrasing 
plagiarism.

A further case that may create debate is a report from Dinneen (2021), who describes a 
student who had copied 75% of the submitted text for an assessment but remained con-
vinced that as they had used in-text citations, and changed the wording of the authors’ 
original text (through using an APT), they had not committed any form of misconduct 
nor plagiarized. Based on the interpretation of the institution’s plagiarism policy, it was 
found that there was no indication that algorithm-driven paraphrase constituted aca-
demic misconduct, meaning that in essence the student was correct (Dinneen, 2021). 
Our position on this is that despite not meeting the technical definition of academic mis-
conduct based on the institution’s lack of policy, this does not change the core fact that 
the student’s submitted work was not their own. While some institutions may already 
have implemented policies to counteract these kinds of cases, the case study highlights 
the need for universal adoption of guidelines for institutions to deal with APT usage as it 
becomes more widespread.

While then, there are many areas of debate surrounding APT use, the fact remains 
that they are a serious and current threat to academic integrity, which can hide plagia-
rism and help to facilitate collusion (Wahle et al., 2021). APTs can serve to reduce the 
ability of text-matching software used to help identify potential cases of plagiarism, thus 
weakening one of the most effective current diagnostic tools for academic misconduct 
and plagiarism (Wahle et al., 2021). These tools not only represent a risk for students at 
the undergraduate and postgraduate level, but even for faculty and researchers who may 
wish to expand their output through publishing paraphrased versions of the same work 
while adding no new content. Rogerson (2020) highlights other risks, given that there is 
no publicly available information on how much data is collected from these tools, and 
what happens to this stored data. In all, this paints a concerning picture for APT use in 
academia.

Addressing APTs: What’s next?
Given the lack of consensus on several key issues relating to APTs, the question of how 
institutions and educators should address these tools is complex. Several strategies are 
available to help combat the use of APTs at present, but all carry some limitations, espe-
cially as more is found out about how these tools are used in practice, and as these tools 
continue to evolve.

Under the arms-race scenario, institutions and educators may look towards develop-
ments in technology for identifying the use of APTs. Current options in development 
include Longformer, which attempts to identify machine-based plagiarism, and DSpin, 
created by Zhang, Wang, and Voelker (2014), which aims to automatically identify 
text created by APTs. Foltynek et  al. (2019)‘s systematic literature review of computa-
tional methods of plagiarism detection notes that there have been large improvements 
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in technological solutions to identifying plagiarism, which are mainly the result of 
improved methods of semantic analysis, as well as the use of non-textual elements of 
written work and the use of machine learning. This means that with the continued 
development of the field, the ability of software to identify the use of APTs and other 
difficult to detect, or ‘complex plagiarism’ (Perkins, Gezgin & Gordon, 2019), may be on 
the horizon. Other authors, such as Perkins, Gezgin and Roe (2020) also highlight that 
while current software is not yet able to accurately identify these more complex cases of 
plagiarism, emerging fields of deep learning and neural network technologies have high 
potential in easing academic misconduct issues in higher education in future.

Whether an automated tool will be usable to detect APTs on a highly accurate, acces-
sible basis in future is still then, an unknown, but machine-translated text is usually 
identifiable by an individual reading the material (Carter & Inkpen, 2012). In terms of 
the arms-race metaphor however, it may not be long before proficient speakers start to 
find it more challenging to distinguish between APT text and human-written text, as 
APTs continue to develop. This leads us to advocate for one established method that 
supersedes the arms race: training. Training is important, as at present, despite advances 
in technology, identifying plagiarism remains a social activity that currently requires 
human intervention in identification (Weber-Wulff, 2019). It is well established that 
training both students and faculty can have a positive effect on reducing breaches of aca-
demic integrity. Duff et al. (2006) found that over a three-year period, providing cross-
cultural training on critical scholarship in the Western academic tradition, and taking an 
approach towards guiding students rather than focusing on detection and punishment 
led to improvements in scholarship. Dawson, Sutherland-Smith and Ricksen (2020) 
found that faculty using Turnitin’s Authorship Investigate tool led to significant increases 
in their ability to detect contract cheating, and Dawson and Sutherland-Smith (2019) 
demonstrated that marker training is helpful in identifying contract cheating. Perkins, 
Gezgin and Roe (2020) identify how academic misconduct education and training of 
students can potentially lead to a reduction in the instances of plagiarism that take place, 
and Du (2019) found that a single six-hour period of instruction reduced plagiarism in 
participants writing. Recognizing the broader reasons which may lead to plagiarism, and 
accounting for this in the development of supportive academic policies and practices 
is therefore of importance in reducing the usage of these tools amongst students. Mar-
tin (2004) also states that a policy of effective training, modeling, and rewards, is more 
effective than a disciplinary approach to poor practice. It is important to note that cul-
tural norms should not be ignored in implementing such training, as the Western notion 
of academic integrity is not universal, and has been implicated as dismissive of other 
cultures, in particular the Eastern academic tradition of duplication as homage (Stowers 
& Hummel, 2011; Roe & Perkins 2020). To take a student-centered approach then, would 
mean to continue providing students with greater training on what these tools are, how 
they can be used legitimately, and how illicit use can be avoided.

However, if student training is to be used as an initial proactive approach to deal-
ing with APTs, then a clear communication strategy should be devised to ensure that 
students understand the difference between the use of such tools pedagogically in the 
English as a Foreign Language (EFL) language classroom (Chen et al., 2015), and their 
use individually to produce assessed work in their disciplines of study. Training for both 
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students and faculty should include examples of the resulting ‘word salads’ (Rogerson & 
McCarthy, 2017) and poorly paraphrased sentences to emphasize the potential risks of 
the software producing unsatisfactory work, including typical features such as unclear 
sentence meaning, missing data, and incorrect referencing (Ansorge, Ansorgeova, & Six-
smith, 2021), aside from the serious risk of violating principles of educational integrity, 
as recommended by Nino (2009). This avoids the situation in which educators are forced 
to make difficult decisions without adequate training and recognizes that academics play 
a vital role in the detection of academic misconduct (Bretag & Mahmud, 2009).

Conclusion
As technology continues to accelerate, the rate of development in advanced tools which 
manipulate language for a variety of purposes, including to aid academic work both 
legitimately and illicitly, will continue to grow. The role of academics is to decipher their 
use, understand why and how they are used, and make judgements on at what point this 
constitutes an unacceptable usage. As Dinneen (2021) states, there is currently a ‘silence’ 
on the appropriate use of digital tools in institutional academic integrity policies. This 
article has sought to remedy this through the review of current literature pertaining to 
APTs and offer insight into issues which institutions and faculty might face when con-
fronted with this growing threat among both native English speaking and EFL students. 
We have also identified that the current approach of combating the illicit use of APTs 
through the development of technical solutions is promising but may continue to form 
an arms-race scenario. We therefore advocate for training as the most important tool 
in both reducing the use of APTs by students, as well as improving the ability of faculty 
to detect any such use. Finally, as recommended by Rogerson (2020) additional inves-
tigations should aim to develop broader social insights into the use of APTs. Further 
research into the effectiveness and structure of APTs, as well as why students use them, 
will further illuminate this challenging topic.
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